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Wider Eastern Information Stakeholders Forum
This Information Sharing Protocol is designed to ensure that information is shared in a way that is fair, transparent and in line with the rights and expectations of the people whose information you are sharing. 

This protocol will help you to identify the issues you need to consider when deciding whether to share personal data. It should give you confidence to share personal data
when it is appropriate to do so, but should also give you a clearer idea of when it is not acceptable to share data.

Specific benefits include:
· transparency for individuals whose data you wish to share as protocols are published here;
· minimised risk of breaking the law and consequent enforcement action by the Information Commissioner’s Office (ICO) or other regulators;
· greater public trust and a better relationship by ensuring that legally required safeguards are in place and complied with;
· better protection for individuals when their data is shared;
· increased data sharing when this is necessary and beneficial;
· reduced reputational risk caused by the inappropriate or insecure sharing of personal data;
· a better understanding of when, or whether, it is acceptable to share information without people’s knowledge or consent or in the face of objection; and reduced risk of questions, complaints and disputes about the way you share personal data.

Please ensure all sections of the template are fully completed with sufficient detail to provide assurance that the sharing is conducted lawfully, securely and ethically.

	Item
	Name/Link /Reference
	Responsible Authority

	Privacy Impact Assessment (PIA/DPIA)
	ACP GP MSV1/STEWARDSHIP_GUARDIANSHIP
	MSEFT

	Supporting Standard Operating Procedure
	SOP/Guidance Doc/Individual User Agreement
	MSEFT

	Associated contract
	N/A
	

	Associated Policy Documents
	

	MSEFT

	Other associated supporting documentation
	ACP GP Intergration Options Appraisal Report


	MSEFT



	1.
	Purpose
	REFERENCES

	Access to the ACP has been enabled to allow care professional and admin staff access to specific clinical information that is not available in their own clinical systems, to support patients on their care pathway. Access to information is needed to ensure accurate advice and care is given for specific patients speeding up (and removing blocks) to treatment.

Essex County Council have requested access to the ACP to gain access to up to date and relevant information charting the progress of adults within their hospital journey that will inform ECC assessments and support timely discharge planning.  The Discharge to Assess Team works in partnership with our health colleagues at the hospital facilitating discharges from hospital via a number of pathways. Access to information held in the health portal will help ECC meet our duties under the Care Act i.e. assessment of need. The information will support ECC to correctly identify the correct pathway for discharge and ensure adult’s needs are met safely and effectively with the correct support in place where needed including timely access to the provision of occupational therapy and physiotherapy support. 

	GDPR
Go to article 5

	2.
	Information to be shared
	

	
	Agency Name
	Data field/description

	Mid and South Essex NHS Foundation Trust
	











	GDPR
Go to articles 6 - 9

	3.
	Legal Basis
	

	
General Data Protection Regulation 2016 (GDPR) and Data Protection Act 2018.  

	Personal Data 
(identifiable data)
	Special Categories of Data 
(Sensitive identifiable data)

	Article 6: 
	Article 9: (if appropriate): 

	Legal Obligation
	Health & Social Care


	Vital Interests

	Choose an item.


	Public Task

	Choose an item.




Other legislation or statute as follows:
·  The Care Act with particular reference to section 3; Promoting integration of care and support with health services & Section 9 Assessment of Need
· The NHS Act 2006 with regard to Section 82; In exercising their respective functions NHS bodies (on the one hand) and local authorities (on the other) must co-operate with one another in order to secure and advance the health and welfare of the people of England and Wales.
· And in more broad terms; The Health and Care Act 2022 which seeks to promote collaboration and partnership-working to integrate services for patients. 










	
GDPR
Go to articles 6-14













	4.
	Responsibilities
	

	
	For the purposes of this Protocol the responsibilities are defined as follows: 
For help go to this link and see Articles 24 – 29 where these roles are explained.
	Tick box
	Organisation Name(s)

	The Sole Data Controller for this sharing is:
	☒	Mid and South Essex NHS Foundation Trust
(for data held on the ACP)
ECC (for data recorded on SCCM)

	The Joint Data Controllers for this sharing are:
	☐	

	In the case of Joint Data Controllers, the designated single contact point for Individuals is:
	☐	

	Data Processors party to this protocol are (please list):

	☐	



This Protocol will be reviewed one year after it comes into operation to ensure that it remains fit for purpose. The review will be initiated by Head of Information Governance & Data Protection Officer, MSEFT

	GDPR
Go to articles 13-14, 24 - 31

	5.
	Subject Rights
	

	
Essex Partner Agencies’ Information Sharing Agreements are made publicly available on the Whole Essex Information Sharing Framework website to enable compliance with article 12 of the GDPR.  

It is each Partner’s responsibility to ensure that they can comply with all of the rights applicable to the sharing of the personal information.  It is for the organisation initiating the ISP to identify which rights apply, and then each Partner to ensure they have the appropriate processes in place.







	Subject Rights
Select the applicable rights for this sharing according to the legal basis you are relying on
	Processes are in place to enact this right -  please check the box 

	GDPR Article 13&14 – Right to be Informed – Individuals must be informed about how their data is being used.  This sharing must be reflected in your privacy notices to ensure transparency.
	☒
	GDPR Article 15 – Right of Access – Individuals have the right to request access to the information about them held by each Partner
	☒
	GDPR Article 16 – Right to Rectification – Individuals have the right to have factually inaccurate data corrected, and incomplete data completed.  
	☒
	GDPR Article 17 (1)(b)&(e) – Right to be forgotten – This right may apply where the sharing is based on Consent, Contract or Legitimate Interests, or where a Court Order has demanded that the information for an individual must no longer be processed.  Should either circumstance occur, the receiving Partner must notify all Data Controllers party to this protocol, providing sufficient information for the individual to be identified, and explaining the basis for the application, to enable all Partners to take the appropriate action.
	☒
	GDPR Article 18 – Right to Restriction – Individuals shall have the right to restrict the use of their data pending investigation into complaints.  
	☐
	GDPR Article 19 – Notification – Data Controllers must notify the data subjects and other recipients of the personal data under the terms of this protocol of any rectification or restrict, unless it involves disproportionate effort.
	☒
	Article 21 – The Right to Object – Individuals have the right to object to any processing which relies on Consent, Legitimate Interests, or Public Task as its legal basis for processing.  This right does not apply where processing is required by law (section 3).  Individuals will always have a right to object to Direct Marketing, regardless of the legal basis for processing.
	☐
	Article 22 – Automated Decision Making including Profiling – the Individual has the right to request that a human being makes a decision rather than a computer, unless it is required by law.
	☐
	Freedom of Information (FOI) Act 2000 or Environmental Information Regulations (EIR) 2004 relates to data requested from a Public Authority by a member of the public. It is best practice to seek advice from the originating organisation prior to release. This allows the originating organisation to rely on any statutory exemption/exception and to identify any perceived harms. However, the decision to release data under the FOI Act or EIR is the responsibility of the agency that received the request.
	☐


	
GDPR
Go to articles 12 – 15










GDPR
Go to article 16 & 22

	6.
	Security of Information
	

		Security measures in place

	There are good quality access control systems in place
	☒
	Paper information is stored securely
	☐
	Paper and electronic information is securely destroyed with destruction log for electronic information
	☒
	Laptops and removable media such as memory sticks are secured when not in use
	☒
	Technical security appropriate to the type of information being processed is applied
	☒
	Arrangements are in place to meet the requirements for confidentiality, integrity and availability
	☒
	Disaster recovery arrangements are in place
	☒
	Encryption of personal data is fully implemented
	☒
	Data minimisation has been considered
	☒
	Can pseudonymised or anonymised data be used to meet your processing needs?
	☐
	There are sufficient access controls for systems/networks in place
	☒
	Routine and regular penetration tests are carried out
	☒
	Article 40 Codes of Conduct are adhered to (where applicable)
	☒
	Appropriate security is applied to external routes into the organisation; for example, internet firewalls and remote access solutions
	☒
	Confirm entry in Records of Processing Activity
	☒
	Auditing 
	☐
	Signed Terms and Conditions of Use
	☒
	
	☐
	
	☐
	
	☐




Personal information will be securely shared via Acute Care Portal electronic system

Partners receiving information will:
· Ensure that only those employees who require legitimate access to the ACP are prioritised, as licenses are limited availability;
· Ensure that their employees read, understand and agree to the Terms and Conditions of Use for accessing the Acute Care Portal (ACP) prior to logging on to the system;
· Ensure that their employees are appropriately trained to understand their responsibilities to maintain confidentiality and privacy;
· Protect the physical security of the shared information;
· Restrict access to data to those that require it, and take reasonable steps to ensure the reliability of employees who have access to data, for instance, ensuring that all staff have appropriate background checks;
· To access only the information of those patients to whom you have a legitimate relationship;
· Not to share or disclose log-on details (Username and Password) with anyone;
· To be aware that electronic systems that access, process or transfer data are monitored on a continuous basis by the Trust. Any breach of security or infringement of confidentiality may be regarded as serious misconduct, which would lead to disciplinary action and potentially be escalated to the relevant professional body;
· Maintain an up to date policy for handling personal data which is available to all staff;
· Have a process in place to handle any security incidents involving personal data, including notifying relevant third parties of any incidents.

International Transfers (Where applicable) – Not applicable

	
	GDPR
articles 30 - 45

	7.
	Format and Frequency
	

	The format the information will be shared in is:
	Electronic System (Acute Care Portal)

	The frequency with which the information will be shared is:
	Ad-hoc as needed

	8.
	Data Retention
	

	Information will be retained in accordance with each partners’ published data retention policy available on their websites, and in any event no longer than is necessary.  

	GDPR
Go to article 5

	9.
	Data Accuracy
	

	
Please check this box to confirm that your organisation has processes in place to ensure that data is regularly checked for accuracy, and any anomalies are resolved   ☒

	GDPR
Go to  articles 5, 16 - 18

	10.
	Breach Notification
	

	Where a security breach linked to the accessing of data under this protocol is identified the Data Protection Officer for MSEFT, CCG and Partner organisations must be informed within 48 hours of the breach being detected.  The email addresses on page 1 should be used to contact the Partners.  The decision to notify the ICO can only be made after consultation with any other affected Partner to this protocol, and notification to the ICO must be made within 72 hours of the breach being detected.  Where agreement to notify cannot be reached within this timeframe, the final decision will rest with the Protocol owner as depicted on page 1 of this document.

All involved Partners should consult on the need to inform the Individual, so that all risks are fully considered and agreement is reached as to when, how and by whom such contact should be made.  Where agreement to notify cannot be reached, the final decision will rest with the Protocol owner as depicted on page 1 of this document.

All Partners to this protocol must ensure that robust policy and procedures are in place to manage security incidents, including the need to consult Partners where the breach directly relates to information shared under this protocol.









	GDPR
Go to articles 33, 34, 77 - 84

	11.
	Complaints
	

	
Partner agencies will use their standard organisational procedures to deal with complaints from the public arising from information sharing under this protocol.

	GDPR
Go to articles 16 – 22 & 77

	12.
	Commencement of Protocol
	

	
This Protocol shall commence upon date of the signing of a copy of the Protocol by the signatory partners.  The relevant information can be shared between signatory partners from the date the Protocol commences.


	13.
	Withdrawal from the Protocol
	

	
Any partner may withdraw from this Protocol upon giving 4 weeks written notice to the Head of Information Governance & Data Protection Officer, MSEFT.  The Partner must continue to comply with the terms of this Protocol in respect of any information that the partner has obtained through being a signatory.  Information, which is no longer relevant, should be returned or destroyed in an appropriate secure manner.


	14.
	Agreement
	

	
This Protocol must be approved by the responsible person within the organisation (i.e. SIRO/Caldicott Guardian/Chief Information Officer).  Signed copies should be retained by the Lead Organisation for the lifetime of the Protocol plus two years.

	
Approver Name

	
Nicole Wood

	
Organisation Name

	
Essex County Council

	
Nominated Lead for Maintanance of User List
	
Nikki Jones


	
Approver Name

	
Matt Barker

	
Organisation Name

	
MSEFT

	
Date of Agreement 

	
03 April 2024



Please submit this Protocol to mse.informationgovernance@nhs.net with list of approved signatories.  
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Statement of Work Definition ACP v1.0b.pdf
Commercial and in Confidence

Statement of Work Definition — ACP GP Integration Project Support

SOW Title ACP GP Integration Project Support
Trust SOW Owner Nick Butler
Cloud21 SOW Owner Neil Taber
Date SOW Raised 26/03/2021
Expected Commencement Date | TBC
Expected Duration of SOW TBC
Cloud21 SOW Reference C1831
Scope
A focussed review was undertaken of the Acute Clinical Portal (ACP) to assist the Digital Team with
identifying how the ACP service could be extended to external users i.e., GPs.
Overview of
Requirement | Cloud21 team members are required to support with specific areas to carry out the recommended
implementation set out in the review report.
e P/T Project support, technical advisory, liaison with CCG.
e Support developers with technical advisory.
e Support configuration change tests.
e Technical advisory for JML and IG/Security review.
e Load test outcome evaluation for recommendations.
e  Cyber security testing.
Resources e Creation of relevant external user AD.
required & e Helpdesk function for the external users for 6-months
key tasks
The following are all part time roles with flexi hours to suit the project needs.
e 1* Project Manager.
e 1* Senior integration consultant.
e 1* Intermediate integration consultant.
e 1* Active Directory specialist.
In Scope e Activities associated with the implementation support for the ACP as stated in key tasks
e Any code development within the ACP by Cloud?21.
e Any hardware, software and licencing costs in relation to provisioning the service.
Out of Scope e Any sole responsibility for hardware or software provisioning.
e Maintenance of any documentation created during this project.
e Maintenance of the system
Version /0.2 Reference / C1831 '






Expected Resourcing

Commercial and in Confidence

List of expected resources, their essential and desirable experience, and the expected level of effort over the

duration of the engagement:

# | Resource Essential Experience | Desirable Experience
Working with multiple stakeholders
. NHS Experienced
1 Project Manager Project Manager Work with communication teams for planning and information
dissemination
Delivery of integration using API's
Use of various authentication methodologies.
5 Senior Integration NHS Experienced Managed C# development code delivery
Consultant Integration Delivered projects with multiple dependencies.
Understanding of Azure
Understanding of Active Directory
Developed interfaces using API's.
3 Intermediate Integration | NHS Experienced Interfaced with authentication providers.
I I i . . .
Consultant ntegration Understanding of web-based technologies for presentation and
back-end processing.
NHS Security Role
Active Directory experience Experience with managing an Azure-hosted Active Directory.
4 -
specialist Active Directory user Understanding of LDAP
administration
Version /0.2 Reference / C1831 '
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Assumptions

List already identified assumptions, the impact if the assumption is invalid and expected ownership:

# | Assumption Owner

If additional resource is required over and above what has been identified in this SowW
1 Cloud21 would be happy to provide it and will need to be notified of the additional Trust
need as soon as possible.

5 Ensure all key stakeholders have the availability to attend activities that are required to Trust
rus
support the project.

3 Provide clear guidance on the timescales required to meet the needs of the Trust. Trust

Ensure that any necessary IT Technical resources are available to provide development Trust
rus
time for the ACP and additional project support.

5 Ensure any information governance and GDPR processes are managed. Trust

6 Ensure any Joiners, Movers and Leavers processes are adjusted to include the Trust
rus
management of external users.

; Support effective onboarding of the user management roles and helpdesk function, Trust
. . . . rus
providing any security clearance processes and forms in a timely manner.

8 The project will not require more than 8 weeks to go-live with the core provisioning of Trust
rus
the ACP, based on the previous assumptions being fulfilled.

Version /0.2 Reference / C1831 '
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Commercial Arrangements

Detail the commercial nature of the engagement (fixed price / time and materials) and the associated costings for

the engagement:

Fixed Price

Project support, technical advisory, liaison
with CCG

Support developers with technical advisory.
Support configuration change tests.

Technical advisory for JML and IG/Security
review.

Load test outcome evaluation for
recommendations.

Cyber security testing.
Creation of relevant external user AD.

Helpdesk function for the external users for
6-months.

Note: all commercial arrangements will be aligned with those provided for by the overarching contract.

SOW Approval
Detail the approvals for the SOW:

Date approved: Approved by:

Neil Taber

Date approved: 26/03/2021 Approved by: /M { m

Version / 0.2 Reference / C1831 ‘
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Contact

Commercial and in Confidence

Please direct any queries regarding this document to:

James Cooper

Cloud21 Ltd

Suite 1,

40 Churchill Square Business Centre,
Kings Hill,

West Malling,

ME19 4YU

Telephone: 0845 838 8694

Email: james.cooper@cloud21.net
Mobile: +44 (0) 7568312195

Version / 1.3

Reference / C1773





Document Control
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This document is located within the Cloud21 SharePoint.

Revision History

Date

03/02/21
17/02/21
18/02/21
04/03/21

12/03/21

17/03/21

Version
0.1
0.2
1.0
1.1

1.2

1.3

Status
Draft
Draft
Final
Draft

Draft

Released

Author

Tony Corkett
Neil Taber
Tony Corkett
Neil Taber

Neil Taber

Tony Corkett

Summary of Changes

Technical review completed.
QA

Clarification of AD options,
impacts and recommendations
Amend actions from technical
and develop calls
Added latest plans and costs

Approvals Record

This document requires the following approvals.

Name

James Cooper

‘ Title

Director

‘ Signature
IC

Date
19/02/21
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1. Executive Summary

Cloud21 has undertaken a focused review of the Acute Clinical Portal (ACP) to assist the Digital
Team with identifying how the ACP service could be extended to external users i.e., GPs. The
outcome of the review aligns to the internal work that the MSE Digital Services Team had
undertaken.

With the given constraints on time and the strategic plans for the future provision of a data
platform only one viable option was identified to provide access to the ACP externally -
extend access to the ACP through AD accounts to GP/external users. This option builds
on the existing architecture of the ACP. It could be implemented in a reasonable timescale
and cost. It would not detract from the longer-term strategy. The option involves using the
newly provisioned MSE AD domain for the external users.

The report has provided two approaches for how the service could be delivered; an
accelerated deployment with identified risks accepted and a full resolution of all risks and
issues. If the accelerated approach is selected this could be delivered within a number of
weeks if resources, procurement and licensing issues are resolved. For a full recommended
implementation this would take several months and considerable investment in
redevelopment of the ACP.

2. Purpose of the Document

Cloud21 were commissioned to undertake an options appraisal for Mid and South Essex NHSFT (MSE)
on options for connecting their Acute Clinical Portal (ACP) to the GPs within their locality. The review
was based on identifying a short-term tactical solution and recognised that there is a longer-term
strategic solution being developed within the data-lake programme. The paper works through a
process of data gathering analysis and then a recommendation.

3. Background

MSE has developed its own ACP to meet the need for sharing clinical data within and between the
three main hospital units (previously three separate trusts). The system overcomes the current lack
of a single EPR. The solution currently does not allow access to non MSE clinical staff. There is also a
longer-term project underway to deploy Health Information Exchange (HIE) from Cerner, at this stage
the datasets available are limited with only inpatient discharge summaries available to GP’s, as they
already receive this information via other routes it adds little value and does not meet the full GP
needs. The lack of GP access to the secondary care record is causing issues and MSE are seeking a
short review of options and recommendations on a strategic solution.

During the discovery phase it was also identified that other healthcare providers outside of just GPs
may want access to the ACP — i.e., mental health trust and community providers. This additional

requirement would need to be added to the assessment.

Cloud21 are grateful to the MSE Digital Services Team for their help, support and for sharing their
perspective on the issue and its challenges.

4
Version / 1.3 Reference / C1773 '





4, Initiation
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Systems Reviewed and Staff Engaged

The following staff provided input into the process:

e Marin Callingham
e Nick Butler

e Richard Pullen

e Alan Tuckwood

¢ Richard Hinton

e Srinivas Satyala

The following systems were reviewed:
e A review of the current ACP and its data and workflows
e A discussion on limitations of HIE in its current state

The following document was reviewed
e MSE Digital Services ACP External Access

5. Discovery

Critical Success Factors

The following Critical Success factors (CSFs) were identified for the project:

Critical Success Factors How to evaluate?

CSF1: strategic fit

Does the solution meet the requirements for delivering
GP access to MSE records?

Can the solution meet the tactical solution need?

Does it support or at least not detract from the data lake
programme?

CSF2: investment
objectives

Does the solution provide a tactical solution that can be
supplied in a timely manner?
Can the risks be managed

CSF3: value for money

Would the investment cost deliver the GP needs?

CSF4: supplier feasibility

Is the solution available to MSE from either existing
technology or an easily deployed technology?
Will the solution meet the security requirements for MSE

CSF5: potential
affordability

Is the solution affordable given the tactical
requirements?

These CSFs will be used to evaluate the options identified.

Version / 1.3
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ACP Technical Structure

The team reviewed the ACP structure and identified:

e Three separate integration engines in use.

e Onceinthe system you need to select which site you require to see a record —i.e., if a patient has
a record on all three sites you would need to open the patient’s folder three times.

e Three separate AD domains control access to the ACP.

e The ACP has audit capability but no admin panel and so any audit work would require
development review.

e The ACP web portal has a load balancer, but this does not always appear to work as designed.

e The system is hosted on 2008 R2 SQL and Windows Server, there are concerns about its capacity
to be extended to more users.

e The system may not be comprehensive, but the user would not know if a document / report was
missing.

e There is no RBAC everyone has access to all the records on the ACP.

A high-level architecture diagram is included in the appendix.

6
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6. Development of Options
The team identified the following options:

m—_ Con / Risks

Extend AD accounts to GP’s and other Uses existing technology and security. | Each site has its own AD.

external organisations’ users. Current authentication services Training for GPs
provided by AD via the Identity Server, | No link to TPP but already has
additional AD’s can be associated invested in HIE connection
without any impact to current
behaviours.

2: Create data API's for document sharing. API's could provide direct integration GP system / other provider system

with ACP for use by external services development require probably
over lightweight and secure channels. expensive — very slow

development time.

Security framework requires
development/management.

ACP capability to create APIs in
timescales. Current architecture
distributed with custom filters and
logic which would require
replication increasing
development time and complexity.
3: Duplicate reports for storage in an XDS for | XDS provides an agnostic data store Requires additional hardware and
viewing externally. and is active in other disciplines. software.

Requires additional management.
ACP has more than just reports
and not all-in standard format.
New interfaces would require
development to publish

7
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Options Description Pro Con / Risks
documents as static versions which
differs from the APC direct access
approach.

4: Develop a near-real-time interactive “screen | No duplication of files. Slower than a data driven

scraping” approach to integrate with GP
systems and viewing platforms.

Real-time display of content as-is in
ACP at that point in time.

interface. Additional hardware and
software required.

ACP team do not have the
capacity to develop this in the
timescales needed.

New presentation layer would
require its own security and
auditing functions which would
require additional management in
tandem with the existing security.

Distribution of documents to GP's via MESH

Accepts any type of file up to 50mb in
size.

MESH is a well-established NHS service.

Works like an email system, files
require retrieval.

MESH has not been implemented.
Push only process.

ACP hold more than just
document records and shows
details from multiple versions of a
patient, whether the NHS number
is present or not. GP’'s may not be
sent relevant information if a
record does not have an up to
date set of GP details. No audit of
who has consumed the
information beyond the practice.
As MESH works like an inbox,

Version / 1.1

Reference / C1773
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Description
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Pro

Con / Risks
delays to processing into the GP
system could impact clinical
reviews. The local systems
generate a lot of documentation,
not all of it would be useful or
usable by GPs and may include
patients who are not of current
interest.

Utilisation of MS Teams

To use Teams as a base for sharing
records as part of national contract

Not a proven solution

ACP does not have any APIs teams
could call upon. Accessing files
within teams offers little more
benefit than using MESH. No
automated management around
updating versions or adding
addendums.

3 party (Careflow / PKB / Docman /
HybridMail / SQ ICE)

Off the shelf product

Significant cost and time needed
to implement new system.

May not align to new strategy.
Considerable effort required to
export documents and information
sets from ACP into a structure
suitable for the respective system.
Requires a near real-time push
interface from all data sources to
enrich the 3" party to the same
level as the ACP.

Extension of HIE

Builds on work already initiated

HIE already significantly delayed
and HIE cannot support all the

Version / 1.1

Reference / C1773
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Options Description Con / Risks

data currently presented by the
ACP.

7. Options Evaluation

The options were then assessed against the CSFs using the following criteria as is consistent with Treasury Green Book an NHS guidance:

« Service Solution Scope options — considering the various levels of technical and functional solution which could be adopted.

» Service Scale options — considering how the system requirements could be scaled.

« Service Delivery options — considering the options for delivery of the solution within the NHS.

« Implementation options — considering the options for different timescales and incremental approaches to implementation
of the solution.

» Procurement options — considering the possible procurement routes.

« Funding options — considering the available methods of finance.

The final list of the potential option elements is set out below. For each category, the options within each category and their assessment
against the CSFs where:

'x': indicates no match against the critical success factors.

'v": indicates a poor match against the critical success factor.

'v'v":indicates a medium match against the critical success factor.

'v'v'v": indicates a good match against the critical success factor.

1
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Option Description
Extend AD accounts to GP/external
users.

NN

CSF2 - Investment
Objectives

<<

CSF3 - Value for

AN

CSF4- feasibility

AN

CSF5 —potential
affordability

AN

Organisational
Achievability

ANANIRN

Comments / conclusions
This option would see a new AD group
supporting GP / external users. This could
be achieved cost effectively and in a short
time scale. It would not detract from the
longer team strategy. Any use of an AD
requires some development of ACP by the
tech team.
Conclusion: <carried forward>

1b

Extend AD accounts to GP/external
users, leveraging the B2B guest
access approach

AN

AN

ANANIRN

AN

ANANIRN

AN

This option would use the AD through a
coded self-subscription approach,
leveraging proof of concept code
developed locally.

Lack of testing and capability assurance
increases risk to the short timescale
delivery required. The functions and
benefits should be used on the roadmap
for CD/Cl and would be the upgrade to the
recommended option.

Conclusion: <discounted>

Create data API's for document
sharing.

AN

AN

The ACP does not have any APIs and the
team do not have the capacity to develop
them in the timescales required.
Conclusion: <discounted>
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Option Description v Comments / conclusions
Duplicate reports for storage in an B B X X | The ACP holds more than just reports and
P P g v v J P
XDS for viewing externally. v v the time and cost of building a new CDS
repository should be part of the longer-
term strategy.
Conclusion: <discounted>
Develop a near-real-time v v X X | The system needs to work with more than
interactive “screen scraping” just GP systems. the cost and time taken to
approach to integrate with GP build a solution will not meet the SCFs.
systems and viewing platforms. Conclusion: <discounted>
Distribution of documents to GP's j j X X | MSE does not use MESH and the cost and
via MESH time to integrate to build a solution will not
meet the SCFs.
Conclusion: <discounted>
Utilisation of MS Teams v v v X | The ACP does not have any APIs available
and the to build a solution will not meet
the SCFs.
Conclusion: <discounted>
3" party v v X X | The specification, procurement and
(Careflow/PKB/Docman/HybridMail implementation of a new system would
/SQ ICE) take too long and cost too much
considering the strategic roadmap
underway.
Conclusion: <discounted>
12
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CSF1 - Strategic
CSF2 - Investment
Objectives
CSF3 - Value for
CSF4- feasibility
CSF5 —potential
affordability
Achievability

Comments / conclusions

< Organisational

Option Description

8 Extension of HIE HIE has been delayed and currently cannot

accept and display all the data held within
the ACP. The time and cost taken for this to
be resolved is beyond this CSF timelines.
Conclusion: <discounted>

ANANEN
ANANEN
<<
<<

Options Not Taken Forward

From reviewing the ACP, any option that requires APIs, or other changes to the system could not be achieved in the timescales this
project is seeking. The ACP has already been extended from its original scope and design. As such all options other than an extension
of its current design have been discounted.

Recommended Option

The following Option is therefore recommended - extend access to the ACP through AD accounts to GP/external users.
This option builds on the existing architecture of the ACP. It could be implemented in a reasonable timescale and cost. It would not
detract from the longer-term strategy. Utilising the existing Azure hosted MSE AD domain, adding a new group for external users
aligns with the existing strategy to migrate to a single domain. It should be noted that the local MSE AD pushes existing user groups
to the Azure MSE AD, but does not import accounts from the Azure MSE AD. Therefore, any accounts created in the Azure MSE AD
external group will not synchronise into the local MSE AD and will not impact any local users’ accounts, roles, or system access. As the
Azure accounts are not known to the local systems, with correct management this will help to prevent the possibility of an external
users’ Azure account permitting them access to any local system by default.

1
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The preferred and only option identified will achieve the CSFs but there are several risks / issues that need to be accepted or mitigated

against:

Description

Recommended Mitigation

Comment

The existing ACP main web
server and domain server are
running on unsupported
software

The two main systems are
running on Microsoft Server
and SQL 2008 R2

Upgrade hardware and database,
purchasing new licenses as
required. In the short term,
presenting an upgraded OS server
into the DMZ would reduce the
core service risks known with end
of life software.

This risk would not stop a solution
being deployed but does risk a
failure of the system until it has
been addressed.

Current ACP code base is
written on end-of-life
frameworks

Some of the code base for the
ACP runs on Net Core versions
that are no longer supported.
Net Core 2.0 was EOL Oct 2018,
Net Core 2.2 Dec 2019.

A Cyber risk assessment should be
conducted as the ACP will be
presented to users outside if the
immediate safety net of the MSE
WAN. The effort to test and
potentially redevelop components
running on EOL software could be
considerable. A longer-term
strategic view of the use of ACP is
recommended.

This risk would not stop a solution
being deployed but does pose a
risk of a cyber breach. The testing
could be undertaken later.

No clear record of licenses
associated with the internally
used components. Not all
seem to be “free” open

ACP uses web-published
entities. No clear
documentation as to the
licensing each component

Undertake a review of the code
and libraries in use to ensure they
are not breaching any license
constraint.

This risk would not stop a solution
being deployed but the Trust
should consider reviewing its
license cover for the expanded

source. must confirm it is being used service offering.
correctly now, or that would
14
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Comment

Description
cause problems when

publishing to a wider audience.

Recommended Mitigation

No known load capability for
existing component API's,
and those connecting to 3™
parties.

Some data sources are using
API's from 3" party providers
and have not been subject to
load testing.

The list of 3™ party interactions has
been recorded in the appendix.

This risk would not stop a solution
being deployed, however if
demand for the extended service
increased significantly then it could
impact the downstream systems
(radiology / pathology etc if a lot
of calls were made for example.

Limited load testing for core
ACP

The ACP has not been
subjected to any formal load

testing across all components.

Only the Basildon Document
API has been tested, using
“jmeter”, with all others
subjected to UAT only.

A review of load capacity across
networks, API's and connected
databases should be conducted.
Delayed responses would harm
user experience and could impact
the ability to deliver clinically
important information back to the
users in a reasonable time. If load
is an issue, this will affect all users,
not just the new external user

group.

This risk would not stop a solution
being deployed but does risk a
failure of the system until it has
been tested and any issues
addressed.

No formal penetration tests
have been conducted.

Offering the service externally
will increase visibility and the
developed code has not been
subject to any full-solution
cyber risk and penetration
review. As such, beyond the

current development approach

being scrutinised, there is no

Undertake risk assessment around
cyber-attacks. Engage penetration
testing company to find issues.
Have a “kill switch” SoP in place to
stop access to external service
whilst maintaining internal use.

This risk would not stop a solution
being deployed but does risk a
cyber breach of the system until it
has been tested and any issues
addressed.

Version / 1.1
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Comment

Description
assurance the ACP would stand
up to a cyber-attack.

Recommended Mitigation

ACP has not been developed
to an accessibility standard.

The ACP has been developed
to meet current internal needs
but has not been written
specifically to meet accessibility
guidelines. Whilst not explicitly
a requirement, the
recommendations are that
web-based applications meet a
minimum standard, WCAG 2.1
being the most common.
https://digital.nhs.uk/about-
nhs-digital/accessibility

The ACP uses several functions that
would not align to the NHS digital
recommendations but could not
function without. The ACP should,
however, be subject to regular
accessibility checks to help to
ensure the wider audience that will
be using the ACP will not be
negatively impacted when
attempting to use.

This would not stop a solution
being delivered but would need to
be addressed if the ACP had a
longer-term usage than is currently
planned within the strategy.

Using AD requires an
amount of development to
the ACP to enable the
additional security groups
and related restrictions

To enable any additional AD
group, whether utilising the
existing MSE AD, or an
externally hosted domain,
development work on the ACP
code is required. The changes
needed have been identified
as:

e Update to the audit
logging function.

e Update to the user log-in
screens to bind to the
new group.

e Update to remove the HIE
button for the external

The code changes required are
unavoidable. The use of an external
development resource has been
considered and there is a high risk
that the time needed to bring the
resource up to speed on the
existing code base, the use of the
end-of-life libraries, and
onboarding into the security layer
of MSE to gain access to all servers
would see the resource time need
to accomplish this use more local
time than the actual development.
As such, the recommended
mitigation is to work to ensure that

Version / 1.1
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Description Recommended Mitigation Comment
users (security around the local development team have
this link is agreed for other existing projects set to a
MSE staff only) lower priority, accepting the delays
e Create link between this would cause
identity server and MSE
AD.

Estimated time needed to
undertake development if 1.5-2
weeks of dedicated time.

There is not enough capacity
within the existing team to
take on the task of creating
the MSE AD group and user

The current BUA management | Due to the lack of available

of the separate hospital AD’s is | resources within, and across, MSE
a relatively low change activity | to provide this level of input, it is
and split across the different recommended that there be

creation. hospital’s teams. The creation engagement with a suitably skilled

of a single external group, and | external support service. The

the addition of all relevant requirements would be focused on

external user objects and the management of the MSE

associated permissions is a External domain and could provide

large block of work initially and | a helpdesk function for the

requires ongoing management | external users whilst the initial bulk

and helpdesk support to of user access is provisioned. It has

answer external support and been confirmed by the technical

onboarding queries. team that local RBAC roles would
allow an external organisation
access only to the MSE AD
domain’s new external group,
reducing the risk of accidental
exposure or corruption of the
exiting live user objects.
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Comment

Use of the MSE AD follows
current security agreements
and provides no 2FA/MFA
support

Description
Using the MSE AD does not
allow for the use of 2FA/MFA
as no such support is in place.

Recommended Mitigation
To mitigate this risk, additional
software, licenses, and hardware is
required.

Use of the B2B proof of
concept code

The ACP has some early-stage
code in place that supports the
concept of “guest” accounts,
allowing for a secondary
security challenge.

This is not fully developed or
tested and is not an option being
considered for this project. This is
due to the large amount of
development effort required to
finalise the code base and
environment, and the risks around
the functionality being unvalidated
at this time.

The B2B approach offers additional
benefits to the authentication of
the ACP as well as supporting
other applications in the future. It
is not at a production-ready stage
currently however should be the
future upgrade option for the ACP
authentication methods.

Security testing may
highlight critical risks with
the presentation of the
servers and the ACP

The ACP has not been formally
subjected to any security
testing during its development
or live use. The development
team undertake functional unit
tests to help to ensure the
solution is useable and data
safe.

MSE have access to Citrix servers,
and are embarking on a VDI
migration project. The use of Citrix
as an access layer to the ACP may
help to offer mitigation against any
core issues recorded, reducing the
risks associated with external
presentation of the ACP

Citrix licences have been reviewed
and current utilisation and capacity
offers only 70-100 spare user
accounts. Costs for consideration if
this approach was required would
be £98 per user (£85pu for Citrix
and £13pu)

Version / 1.1
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8. Recommendations

The work has identified a preferred option which is in line with the internal review. There are
however two options for how this could be achieved.

8.1. Accelerated Deployment, Risks Accepted

To implement the recommended option through an accelerated deployment window and
accepting the risks identified, the following stages are recommended to mitigate the risks and
issues identified:

Version / 1.1

Provision and deploy a new webserver with the latest operating system and MS IIS into
a DMZ for external access. This provides a degree of separation from the existing legacy
environment.

Ensure capacity for local development team — needing up to 2-weeks dedicated to the
ACP GUI, identity servers’ connectivity to the Azure MSE, and to apply the relevant
audit changes.

Work with the CCG liaison team to gain access to a list of relevant users for inclusion
at phase 1.

Onboard the tech partner and provide allow access to the Azure MSE AD via remote
means.

Make network changes (2-3 days in parallel to the development) to present ACP to the
wider community.

Create identified user accounts in the MSE AD's external group and undertake UAT.
Work with CCG liaison to provide comms and go-live plan.

Go-live.

8.2. Next Steps

Server team to create a new web server using the Windows 2019 operating system and
Microsoft’s Internet Information System version 10.

Network team to work with development team to confirm firewall configuration
requirements.

Provide capacity for the development team against BAU and existing projects and
undertake the developments required.

Identify and engage with an external resource for provide Azure hosted AD
management and helpdesk.

Undertake development changes of ACP code to enable use of the Azure MSE AD with
appropriate audit, login screen, HIE and redirection changes.

Work with CCG liaison team to gain a list of expected users.

Review JML process, IG and security. Confirm SoP actions to support.

Work with CCG liaison team to develop a comms plan to engage external users.
Create external AD group in the MSE AD and provision relevant user accounts from
CCG.
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e Provision a version of the ACP on DMZ-hosted new webserver
e Execute Security tests
e Undertake UAT with key users.

The following table shows (if required) how Cloud21 could assist the Trust is achieving the
shortened programme. The time would be in weeks depending upon MSE resources and
commercial cover for some of the licenses.

Responsibility

1 Provide capacity to local development team MSE

2 Purchases any identified licenses. MSE

3 Provision a new webserver with Windows 2019 OS, and MSE/C21
1S 10, in the DMZ

4 Reconfigure Firewall to present ACP to external users. MSE/C21 Network

support

5 Associate Azure MSE AD with existing ACP security MSE
server.

6 Undertake ACP development and provision on new MSE
hardware.

7 Create external group and users in the MSE AD C21/MSE

8 All communication with CCG C21/MSE

9 Identify key external users to undertake UAT. C21/MSE

10 Contact CCG, provide comms plan. C21/MSE

11 Support internal JML process IG/security review C21/MSE

12 Go-live. C21/MSE

Appendix B contains a proposed implementation plan for this option.

8.3. Full Recommendation Plan

To implement the recommended option in full, the following stages are recommended to
mitigate the risks and issues identified:

e Undertake load tests on the current end-to-end configuration.

e Upgrade hardware to meet a 3-5yr load expectancy.

e Upgrade the existing ACP server, database, and downstream component API sources

to supported versions of the operating systems and applications.

e Procure related Microsoft licenses (CALS/SQL) — currently per-processor.

e Upgrade all end-of-life code in ACP and validate licenses required for current add-ons.

e Complete B2B coding, testing and enablement in the core product.

e Subject ACP to a cyber security assessment.

e Create an externally facing version of ACP on a server in the DMZ.

e Change firewall rules to allow ACP to be published to NWW audience.

e Conduct penetration testing against the externally facing ACP.

0
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Undertake UAT for the end-to-end use by external users including B2B enrolment and
across patient locations.

Implement a suitable JML process to account for external users.

Work with CCG Liaison to identify key users and prepare comms plan.

Onboard helpdesk roles into the existing functions, with a plan to manage additional
capacity through call routing or additional staff.

Undertake go-live provisioning and planning.

Create a strategy to support upgrades to any of the distributed components of the
ACP solution to address additional load from that currently seen with BAU.

8.4. Next Steps

Undertake load review to confirm capability to support additional users.

Review of Microsoft licences regarding increased load and possible version upgrades.
Undertake security and environment review for ACP functionality to confirm it is safe
to present to a wider audience, and the external environments can support use.
Provision hardware needed to publish ACP font end into a DMZ.

Confirm and deploy firewall rules and DMZ presence as appropriate for the security
policies within MSE.

Upgrade the ACP codebase to replace all end-of-life modules and code reliance.
Undertake core ACP development for external users and finalise and embed the B2B
requirement into the codebase.

Review Accessibility (WCAG) alignment and create a risks and possible improvements
plan.

Provision Azure MSE AD external group.

Connect the MSE AD to ACP identity server and update ACP configuration, code, and
audit functionality as appropriate.

Publish ACP to DMZ

Undertake cyber security testing and hardening.

Develop a helpdesk function to support external users to not to impact on local
resource commitments.

Work with CCG Liaison and develop comms plan to engage external users.

Create users and custom groups where applicable to the chosen AD.

Undertake UAT

Enact comms plan and ready for go-live

Go-live
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8.5. Recommended Implementation Plan

Activity Responsibility
1 Undertake load tests on the current end-to-end MSE/C21
configuration.
2 Upgrade hardware to meet a 3-5yr load expectancy. MSE/C21
3 Upgrade the existing ACP server, database, and MSE

downstream component APl sources to supported
versions of the operating systems and applications.

4 Procure related Microsoft licenses (CALS/SQL) — currently MSE/C21
per-processor.

5 Upgrade all end-of-life code in ACP and validate licenses MSE
required for current add-ons.

6 Complete B2B coding, testing and enablement in the MSE/C21
core product.

7 Subject ACP to a cyber security assessment. C21/MSE

8 Create an externally facing version of ACP on a server in MSE/C21
the DMZ.

9 Change firewall rules to allow ACP to be published to MSE/C21
NWW audience.

10 Conduct penetration testing against the externally facing MSE/C21
ACP.

11 Undertake UAT for the end-to-end use by external users MSE/C21
including B2B enrolment and across patient locations.

12 Implement a suitable JML process to account for external MSE
users.

13 Work with CCG Liaison to identify key users and prepare C21/MSE
comms plan.

14 Onboard helpdesk roles into the existing functions, with MSE/C21

a plan to manage additional capacity through call
routing or additional staff.

15 Undertake go-live provisioning and planning. MSE/C21
16 Create a strategy to support upgrades to any of the MSE/C21
distributed components of the ACP solution to address
additional load from that currently seen with BAU.

17 Go-Live

Make relevant code changes to ACP to support the selection of the external group.

8.6. Expected Costs

The costs will fall into the following areas:
e License costs for Azure AD domain
e Technical configuration of new system

2
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e Deployment and training for GP / external users
e Enhancements to ACP for additional load from new users

Cloud21 offer the values of the known elements below. Areas that have no immediate cost
requirement such as the Azure MSE AD user license pool or server hardware capacity, may
require funding when thresholds are breached.

Indicative costs

Cost Area \ Description

License costs for MSE AD
domain*

MSE AD is already
provisioned and part of the
strategic migration and
consolidation of users
across MSE.

Hardware, OS, and software
licenses

The current environment is
running on out of warranty
environment.

Technical configuration of
new system

Resource needed to
configure the ACP identity
server and associated
internal processing of user
information including the
addition of entries to web
pages to account for new
groups. Network team input
would be required for
firewall changes.

Creation of relevant external
user AD accounts and
helpdesk function for 6-
months

The MSE AD requires the
population of relevant user
accounts into the external
AD group. No existing list is
available to copy. This is a
specific desk to support the
deployment and roll out

Deployment and training for
GP / external users

The ACP has a built-in
training module that you
must use before accessing
the data.

The CCG has a team of GP
trainers

Enhancements to ACP for
additional load from new
users

The ACP works across
distributed components at
different geographic
locations.

Version / 1.1
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Project support, technical Cloud21 team members to
advisory, liaison with CCG support the project across
technical and functional
areas

Cyber security testing Specialist testing to provide
reports on ACP security for
risk assessment before go-
live

*MSE have an active user consolidation project, seeking to bring the different user accounts
from the three separate domains into a single MSE AD domain. Confirmation of the current
licence capacity would need to be factored in. MSE AD has limited user accounts currently so

provisioning of external groups would not impact licence costs in the short term. The total
count of all external and internal users may do.

8.7. Route to Market / procurement

Engage with 3" party to provide AD resource and helpdesk function. This could be via the
deployment partner for MSE.

4
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9. Appendix A High level overview of user access

E-HE@ L PP Ef-s-

Active User . .
Identity Server & Acuve‘bnecluw Acllve Ecluty Active Bhr eclow . Directory { ' - @
ide urys er Web othend Midgsse) . Southend i

Southend Internal Network

l o TEmo_gm A

Active
= . = - £ Identity server 4 Directory
= - u - ' Basildon
Acule Care Identity Server4 User requesting i A‘ ® H @
ACP s to ACP . " i
ervices Portal et L Active :
ACP Weh Server . Directory ®
RQ& I~ ®
User . _—~t
User
. MidEssex Internal Netiwork i Basildon Internal Network
Identity Semzr 4 b SN S U S SO N B A A PALA IS S I R U S N S P A A S I S ‘
SQL Serw

List of 3rd party APIs

e Basildon document API:
o Laserfiche API
o Access EMR database
e Bl Services
o Basildon Medway PAS BI database
o Southend Bl data, but after SSIS to local database
o Mid Essex Bl database
e Radiology API
o Direct query into each site repositories via Linked server in SQL (not all SQL targets)
e Mid Essex document API
o FHIR type web service secured by OpenlD.
e HIE
o Generate token and open in context.
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10. Appendix B Implementation Plan

In order to implement the Accelerated Deployment option where the risks have been accepted the following stages and costs have
been identified:

The costs are known for the external elements but the internal MSE costs would depend upon current Microsoft license agreements:
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ACP Data Sets



Listed below is a high-level grouping of data that is available within the MSE Acute Care Portal (ACP). All data presented after the patient search is based on the site of the chosen patient. 

Patient Banner

Demographics

· Name (Forenames, Surnames & Title)

· Address (main)

· Gender

· DoB & DoD

· Phone (Work / Mobile / Home)

· Local and NHS Identifiers

· Alerts

· Allergen (Broomfield & Basildon patients only)

· Administrative 

Current Inpatient Location

· Ward Name and Code

· Bed

· Consultant Name and Code

· Admitted Date

· Estimated Discharge Date

· Troubleshooting data (internal reference data for HL7 message triaging)

· Spell ID

· Episode ID

· Activity ID

· Treatment #

· Speciality Code




Historical Activity

· Inpatient

· Spell ID

· Admission and Discharge Date

· Admission Method

· Last Ward

· Length of Stay

· Outpatient

· Appointment Date

· Type (follow up/ new)

· Status (cancelled, DNA, Attended)

· Specialty Name

· Consultant Name

· ED

· Arrival and Discharge Date

· Presenting Complaint

· Event type 

Pathology Results 

Clicking a pathology result will display the simple breakdown of the tests requested, value, range and high or low indicator & comments.  Pathology information only has data from 1st May 2019 when ACP went live. Main table shows;

· Speciality 

· Collected Date

· Location

· Requester

Radiology

Clicking a radiology result will display attendance, exam name and code, the accesson number and then a simple textual report.  The main table shows;

· Attendance Date

· Exam Name and code 



Documents

Each site has a single repository that documents are extracted, each site covers a multitude of documents, but included scanned in, letters created for outpatients and discharges.

· All documents from the Clinical Electronic Document (CED) repository (SUHT)

· All Lorenzo Documents from the go live (3 years – MEHT)

· Electronic Medical Records (EMR)  Scanned Records (BTUH)

Patient Views

These views are to enable a quick over view for clinical staff to look at their patients on a ward or within a clinic without having to search for each patient independently in order to locate their records.
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